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INTRODUCTION

Microsoft has released “best practices” for its Windows® Server 2003 

product line, on which much Windows hosting is based. These best 

practices actually make that product line a more secure environment than 

almost anything available, but most hosting companies have not adopted 

the recommended platform changes in their Windows-based  

hosting architecture.  

This means that not all Windows-based hosting environments are created 

equal. Hosting companies that do not implement Microsoft’s best practices 

force customers that use Windows-based shared hosting to also share things 

like processes and security settings. They do this because it’s easy, and 

it reduces the cost of hosting, but it can also cause serious problems for 

their customers. The most serious potential problem relates to a function 

call known as “RevertToSelf,” which a knowledgeable developer can use 

to read the content and database information (including the credit card 

numbers) of other customers located on the server that his  

account shares.
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Because it takes full advantage of the native 
capabilities and software boundaries inherent in 
Windows Server 2003 and IIS 6.0, Verio  
business-class Web hosting offers better security, 
ease of use, and scalability than any other major 
Microsoft Windows-based hosting provider.
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Some of the best practices that 
Microsoft recommends relate 
to individual Application Pools 
(AppPools) that create process 
boundaries between Websites and 
applications from different directories, 
providing a secure way to insulate sites 
and applications from each other on a 
shared server. 

THE BENEFITS OF APPLICATION  
POOL ISOLATION
An AppPool is a software container 
for Websites and applications.
Each AppPool can have a unique 
security identifier, which, if properly 
implemented, severely reduces the 
attack surface available to computer 
hackers on a shared hosting platform. 
Other benefits of AppPool isolation 
include data privacy and insulation 
from unreliable sites. Verio is one 
of the few hosting companies to 
implement unique AppPools on its 
Windows-based hosting platform.

Reduced Attack Surface
Isolated AppPools permit the use of 
dedicated security accounts for each 
hosting customer. If one Website 
is running malicious code, having 
dedicated security accounts ensures 
that other sites on the same server 
are insulated from the effects of the 
malicious code, and effective barriers 
are in place to keep the attacker from 
crossing into another site’s space. 

Some hosting providers cannot offer 
dedicated security accounts, due to the 
nature of their hosting architecture. 
In order to offer the highest possible 

server densities (and thereby lower 
costs), they place multiple accounts 
in the same AppPool. This causes 
multiple customers to share a security 
account identifier. Some providers 
give every account exactly the same 
security identifier. This means a hacker 
could effectively gain access to all of 
the data that resides on every Website 
on the server through the use of well-
known developer function calls.  

Data Privacy Concerns
When customers purchase a hosting 
account, they expect that no one else 
will be able to view their files or 
databases, even if the account is on 
a shared server. By placing Websites 
in their own AppPools, Verio shields 
its Windows-based hosting customers 
from the effects of other sites and 
applications. This increases the overall 
reliability of a customer’s Website or 
application — even if it is running on a 
shared server.  

For its virtual and managed servers, 
Verio provides multiple AppPools 
per account so that customers can 
manage multiple private sites, or can 
effectively resell “secure” sites.

In addition, Verio provides a resource 
dashboard to help troubleshoot isolated 
sites or applications. The dashboard 
shows the complete physical server 
resource usage (for the last hour), as 
well as account resource usage by 
AppPool (real-time view).
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Hosting on Verio Virtual Web Servers for Windows
Verio built on the individual AppPool concept in its new series of high-end hosting products, Virtual Web 
Servers for Windows. Virtual Web servers (VWS for short) are similar to the virtual private servers that 
are popular in Unix® and Linux® environments but whose underlying architectural base leverages the 
fundamental architectural advantages of the Windows Server 2003 platform. 

VIRTUAL RESOURCE UNITS (VRUs)
All hosting providers share hardware, but sharing hardware can affect Website reliability. If one site on a 
machine is extremely active or is written poorly, it could consume a lot of the server resources, causing 
performance issues for all sites on the server.

To manage this problem, Verio divides its Windows-based server resources, such as CPU and RAM, into 
virtual resource units or VRUs. These VRUs are units of measurement that permit the physical resources of a 
server to function as multiple logical resources. Verio created VRUs to ensure that when multiple Websites on 
a Windows-based server respond simultaneously to requests, their resources are divided appropriately among 
the sites. For example, if two sites running on the server at a given moment each have 2 VRUs, they both get 
50% of the available server resources. If one site has 6 VRUs and the other has 2 VRUs, then the first site will 
be guaranteed 75% of the available server resources, and the other 25%.

The Verio Web Servers for Windows product line enhances the VRU concept by enabling access to multiple 
AppPools and by allowing customers that can, to assign VRUs by AppPool. If a customer has multiple 
Websites, or a developer is building multiple ASP.NET applications, they can effectively isolate each 
Website or application in its own unique AppPool, and then assign a percentage of the available resources 
to each AppPool. This simple process is managed via the customer’s hosting control panel, which contains 
instructional videos that explain how to use these functions.

Figure 1. Managing AppPools and virtual resource units



A Dip in the AppPool: How Verio offers superior business-class hosting on its Microsoft® Windows®-based platform

February 2007  |  www.verio.com 4

USING THE RESOURCE DASHBOARD TO UNDERSTAND ACCOUNT  
RESOURCE USAGE
Verio also provides a resource dashboard in its control panel for all Windows-
based hosting accounts.  The dashboard allows customers to isolate a Website 
or a Microsoft® .NET application and to determine how many VRUs to allocate 
to each. The dashboard provides reports of resource usage on the server and the 
customer’s account, as well as a restriction history report (the number of times 
they maxed out their resources and when).

Server Resource Views
Whether you use a shared hosting plan, a virtual Web server, or a managed 
(dedicated) server, Verio provides a “system view” of your CPU and memory 
(RAM) usage. Sample graphs (Figure 2) of physical system resources show CPU 
and memory load for the preceding hour. The graphs are updated every  
40 seconds.

Account Resource Views
Account resource usage is displayed by AppPool (Figure 3). This information is 
particularly important for virtual and dedicated servers. When sites are isolated in unique 
AppPools, a real-time resource usage view is available on an AppPool-by-AppPool basis. 

Figure 2. Server CPU and memory reports

Figure 3.  Account VRU usage by AppPool
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A restriction history report (Figure 4) shows how many times (and when) the 
AppPools maxed out available server resources. This tells the account owner 
to add more resource units to the AppPool, to upgrade the account, or to make 
coding improvements.

THE VERIO HOSTING SOLUTION
Verio offers three different hosting 
levels: business shared hosting, Virtual 
Web Server, and Managed Web Server, 
all with the same code base and a 
control panel. At higher levels, more 
features are enabled. For Verio’s 

Windows-based hosting customers, 
this results in a complete hosting 
solution that allows them to migrate up 
the product platform without having to 
reconstruct their Website, learn a new 
set of hosting tools, or invest in IT. 

Figure 4. AppPool resource restriction history report
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LEVELS OF ISOLATION*
Physical Isolation
The highest degree of isolation is 
achieved when applications are hosted 
on completely different computers. 
This offers the most isolation for 
applications, but it is also the most 
expensive, requiring additional 
hardware and server licenses to support 
each application. 

Configured Isolation
Isolation by configuration refers to 
taking advantage of natural isolation 
boundaries, such as processes and
security identities, which occur as 
a result of running the applications 
on a Web server, in order to achieve 
isolation. The degree of isolation 
achieved is less than physical or 
virtual isolation, but it can be the most 

reasonable choice to balance resource 
usage, simplicity of administration, and 
cost. Microsoft has built aggressively 
on the configured isolation concept 
for its Windows Server 2003 platform, 
making this option a reliable, secure, 
and scalable solution for Windows-
based hosting. 

Low Isolation Windows-based 
Hosting refers to the sharing of 
AppPools and security identifiers 
among multiple customers.

High Isolation Windows-based 
Hosting refers to the use of individual 
AppPools and security identifiers for 
each account.

*Source:  Microsoft.com and Verio

Figure 5.  A simple, logical growth path for Windows-based hosting by Verio


